Entry

PrimitiveEntry

CertificateEntry

#type: int

#creationDate: Date

+TYPE: int = 5

#properties: Properties

#pavload: byte[]

#<<create>> Entry()

#<<create>> Entry(type:int,props:Properties)
+getProperties(): Properties

+getPayload(): byte[]

#<<createry PrimitiveEntry()

#<<create>> PrimitiveEntry(type:int,creationDate:Date,props:Properties)
+getAlias(): String

+getCreationDate(): Date

+equals(obj:0bject): boolean

#makeCreationDate(): void

+<<creater> CertificateEntry(cert:Certificate,date:Date,props:Properties)
tdecode(in:DatalnputStream): CertificateEntrv

+getlertificate(): Certificate

#encodePayload(): void

+encode (out:DatautputStream): void
#defaultDecode(in:DatalnputStream): void
#encodePayload(): void

[y

PrivateKeyEntry

+I¥PE: int =7

EnvelopeEntry

+¢<creater> PrivateKevEntry(keyv:Key,date:Date,props:Properties)
+decode(in:DatalnputStream): PrivateKevEntry

#containingEnvelope: EnvelopeEntry
#entries: List

+getKey (): Key
#encodePayload(): void

CertPathEntry

+I¥PE: int = 8

+<<create>> CertPathEntry(path:Certificate[],date:Date,props:Properties)
tdecode(in:DatalnputStream): CertPathEntry

+getCertPath(): Certificate[]

#encodePayload(): void

#<<create>> EnvelopeEntry()

#<<create>> EnvelopeEntry(type:int,props:Properties)

+add(entry:Entry): void
+containsAlias(alias:String): boolean
+containsEntry(entry:Entry): boolean
+getEntries(): List

+get(alias:String): List

+getAliasList(): String

+remove (entry:Entry): boolean

+remove (alias:String): void
#encodePayload(): voild
#setContainingEnvelope (e:EnvelopeEntry): void
#decodeEnvelope(in:DatalnputStream): void

PublicKeyEntry

BinaryDataEntry

+TVPE: int = 6

+TYPE: int = 9

4decode(in:DatalnputStream): PublicKevEntry

tdecode(in:DatalnputStream): BinarvDataEntrv
+getContentType(): int

+getData(): byte[]

#encodePayload(): void

+<<creater> BinaryDataEntry(tvpe:int,data:byte[],date:Date,props:Properties)

+getKey(): PublicKey
‘#encodePayload(): void

+<<create>> PublicKevEntry(key:PublicKey,date:Date,props:Properties)

PasswordEncryptedEntry

+0OVPE: jnt =1 e e = |

+<<create>> PasswordEncryptedEntry(cipher:String,mode: String,keylen: int,props:Properties) 1

CompressedEntry +decode (in:DatalnputStream,password: char[1): PasswordEncryptedEntr I

IVPE: int = 4 tdecode(in:DatalnputStream): PasswordEncrvptedEntr 1

= = - +encode(out:DatalutputStream,password: char[]): void 1

+<<create>> CompressedEntry(props:Properties) +decrypt(password:char[]): void \

+decode(in:DatalnputStream): CompressedEntr sencrypt(password:char[]): void \

#encodePayload(): void fencodePayload(): void I

1

MaskableEnvelopeEntry PasswordAuthenticatedEntry :

#masked: boolean +T¥PE: int =3 b e e e e e m e 1

#<<creater> MaskableEnvelopeEntry() +<<creater> PasswordAuthenticatedEntry(mac:String,macLen:int,props:Properties) v
+<<create>> MaskableEnvelopeEntry(type:int,props:Properties) +decode (in:DatalnputStream,password: char[]): PasswordAuthenticatedEntry

+isMasked(): boolean
+add(entry:Entry): void
+containsEntry (entry :Entry): boolean
+getEntries(): List
+get(alias:String): List

+remove (entry:Entry): boolean
+remove (alias:String): void

#se tMasked(masked:boolean): void

+decode(in:DatalnputStream): PasswordAuthenticatedEntry
+encode (out:DatalutputStream,password: char([]): void
q— +verify(password:char[]): void
+authenticate(password:char[]): void

#encodePayload(): void

<<interfaces>
PasswordProtectedEntry
+ITERATION_COUNT: Integer = new Integer(1000)
+encode(out: DatadutputStream,password: char[]): void

AuthenticatedEntry

+I¥PE: int = 2

EncryptedEntry

+T¥PE: int = 0

+<<create>> EncryptedEntry(cipher:String,mode:String,props:Properties)
+decode(in:DatalnputStream): EncryptedEntry

+encode (out:DatalutputStream,password: char([]): void
+decrypt(key:byvte[],iv:byte[]): void
+encrypt(key:byte[],iv:byte[]): void

+<<create>> AuthenticatedEntry(mac:String,maclen:int,props:Properties)
+decode(in: DatalnputStream): AuthenticatedEntry

+encode (out:DatalutputStream,password: char([]): void
+verify(kev:byte[]): void

+authenticate(key:byte[]): void

#encodePayload(): void

#encodePavload(): void



